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Security Review Alternatives

by Jennifer L. Bayuk

Information security awareness is at an all-time
high. Businesses that contract with information
service providers wonder whether cheir data is se-
cure. Corporate lawyers are concerned with regula-
Chief
(CIOs) are insisting that security be addressed dur-
ing the systems development lifecycle. Requests for
security reviews are proliferating. Everyone is ask-
ing, “Is this secure?”

In the context of information security, the
question assumes that “this” has undergone some
sort of “information security review.” Yet even if it
has, the question may be difficult to answer. Even
a seasoned information security professional with
access to the results of an “information security re-
view” of “this” may not be able to say whether it
meets a given data protection requirement. The
reason the answer can be difficult is two-fold:

Q “This” can refer to a system, a technology,

tory compliance. information  officers

process, a set of data, or any combination thereof.
@ The term “information security review” can be
applied to a wide variety of activities.

In the context of the “Is this secure?” question, the
term “information security review” refers to work
performed in the context of an organizational need
to understand something specific about the level of
information protection in a given systems environ-
ment. Previous security review activity in that en-
vironment may not have been cognizant of that
specific need, For example, passing a Security Ar-
chitecture review does not necessarily mean that
data being displayed to end users has been appro-
priately protected as per the Gramm-Leach-Bliley
Act.

Nevertheless, if an information security officer
(ISO) is familiar enough with both the environ-
ment and the context of the question, there is al-
ways a way to answer. The method chosen by the
ISO will depend on several factors. These include
his or her estimartion of the level of precision re-
quired by the questioner as well as his or her com-
petence as a security officer. But assuming all
behavioral and political factors aside, the methods
available are fairly straightforward.

Audit Versus Security Review

One way to perform a security review is to identify,
evaluate, test and assess security controls in the con-
text of an accountable management structure. This
follows the model of I'T audit. There are two types of
audit. There is an audit of management control test-
ing, where passing this type of audit does imply un-
derlying system security. The reason why passing this
type of audit does imply system security is that the
first step in any audit of management control testing
is to identify the management controls and to give a
high-level assessment of whether or not the systems
would be secure if these management controls were
in place. It is a theoretical move as a first step. Once
that step has been successfully passed, it will be de-
termined whether in fact those controls are in place.
Activities of internal and external auditors
working within the COSO' framework follow this
model. They test to see whether management has
implemented and monitors controls appropriately
to ensure that systems are secure, Examples of this
type of security review activity are Sarbanes-Oxley
and Statement on Auditing Standards Number 70

1. COSO refers to the committee of Sponsoring Organizations of the Treadway Commission, a consortium that defined
the responsibilities of management with respect to controls implementation and supervision. See www.cos0.01g.
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(SAS 70) reviews. “Passing”

an audit of this variety is : ;
Constraint with

generally assumed to mean respect to:

that the underlying systems
are secure because it vali-

Reporting structure
dates that management’s oo :
processes  for  securing Dependence on husiness

relationship

things work.

Some regulatory com-
pliance reviews fall into this
category as well. Burt there

Participation in design or
operations

Professional standards
are still those that simply

require certain data to be

secured in a certain way,

and compliance does not require the theoretical
step of assessing management controls. This is the
reason for the advent of Sarbanes-Oxley-type legis-
lation. People want to be assured that security is in
place because management has established it and
not just because the company has a heroic admin-
istrator or two that manage to overcome great odds
and keep security in place.

Yet not all types of audit activities will answer
the security question definitively. The term audit
may also refer to process audits, where processes
implemented by management are compared to
some external standard (e.g. 1SO7799). “Passing”
an audit that follows a process model does not
imply the systems in its scope are secure, it simply
indicates that management has implemented a
process that is designed to improve security.

Auditors that are professionally certified by or-
ganizations like the Institute of Internal Auditors
and the Information Systems Audit and Control
Association are bound by professional pracrices.
There is remarkably firm consensus in the audit
community as to what counts as an adequate test.
However, the term “information security review”
also refers to reviews that are not formally struc-
tured as audits, but are performed in the context of
an organizational need to understand something
specific about the level of information protection
in a given systems environment. In these cases,
there is no expectation that the security reviewer
will be an auditor or be bound by the audit com-
munity’s standards.

Table 1 shows a small sample of the difference
in constraints placed on security professionals in

For auditors:

For security reviewers:

Independent to board level No requirements
Not rely on auditee for No requirements
compensation

Not have participated No requirements
Be distinct in attitude and

No requirements
appearance -

an audit role versus those not following profes-
sional practices of the audit profession, but simply
acting in the role of security reviewer. Auditors are
not dependent on the management they audit for
salary and they have no stake in proving out the
design or operations plans for the systems they
audit. As opposed to audits, many security review
services and the output produced by them are
wholly controlled by the organization that com-
missioned the review. Because of the reviewer lacks
independence, a passing grade on a security review
does not guarantee that a system will pass any
other security audit.

This is not to say that audit should always be
the first choice when security review is required. It
is one type of security assessment, but it is by no
means the only type. Independent audits do not
necessarily provide the best answer to the “Is this
secure?” question. Note that the flexibility that se-
curity reviewers have over auditors is the absence
of focus on management accountability. In re-
sponse to a specific organizational requirement, se-
curity reviewers can have complete flexibility in
the design of a security review. The process need
never consider management control objectives.
They can get to the bottom of an issue withour the
political baggage that comes with it being obvious
who is accountable. Lack of reviewer objectivity
may be an asset if the reviewer has a personal stake
in making sure there is no darta leakage. Moreover,
the reviewers themselves are not constrained by the
formality required of an audit situation; they can
often draw on management resources to assist in
the assessment processes.
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Common Elements

That is not to say that security professionals not
working in audit have no standards. This paper is
about what is common in that process to all infor-
mation security reviews and where discretion or
process dictates what differentiates one review
from another. All reviews, including audits, have at
least one of the following:

' Objecuve

1 Scope

1 Constraint

1 Approach

d Result

Objective

A review objective is a statement of the thing to be
proved or disproved in the course of a review, for
example:

The objective of this review is 1o provide assurance
that application Internet access cannot be exploited to
gain access to internal systems

The objective defines what the commissioning
organization wants to get out of the review. It is
usually to determine whether or not a given sys-
tems environment meets some security standard.
In this example, the review objective is that of a
typical external penctration study; that is, to make
sure that users of Web services cannot exploit sys-
tem vulnerabilities to gain access to the systems
that host those services.

Note that the example states the review objec-
tive in terms of assurance. Most reviewers, espe-
cially auditors, prefer to “provide assurance” that
something is secure rather than to simply state that
something is secure. This is because of the poten-
tial liability for falsely guarantecing something is
secure, as well as the fact that something that is se-

cure today may not be tomorrow.

Scope

A review's “scope” is a definition of precisely what
elements of a security program must be examined
in order to sufficiently meet the review’s objective.
Review objective thus dictates scope. For example,
the review objective in the previous example dic-
tates that the scope includes the Internet access
points of the application and all of the underlying
technology that enables that access. If the scope is

hard to describe, the review objective should be
clarified.

Scope creep is a term that refers to the possibil-
ity that the scope will change during the course of
the review. It is often said to occur when the tech-
nology under review is not completely known at
the time the objective is set and the set of underly-
ing technology to be reviewed turns out to be
larger than originally thought. However, as long as
the objective remains the same, this situation is not
an expansion of scope, it is a correction of the orig-
inal misconception. The scope is what it is, given
the objective. If it was incorrectly described in 2
statement of work, it should be corrected, or the
objective should be modified. Thus, the process of
defining any given security review is often a small
project in itself.

Constraint

A constraint is a situation within which a reviewer
operates, which may or may not hinder his or her
ability to review the entire scope and complete the
review objective. In the previous example, a con-
straint may be a prohibition on accessing the ap-
plication during business hours. A reviewer must
evaluate his or her ability o fulfill the objective of
the review in the context of constraints. All reviews
are in some sense constrained by the time available
to the reviewer to complete the review.

Approach

An approach is a set of activities that cover the
scope in a way that meets the objective of the re-
view, given the constraints. There are usually alter-
native sets of activities that cover the scope and
objective. The idea is to find the set hampered by
the fewest constraints.

Say in the previous example, a constraint was
that reviewers would not be given the credentials
necessary to pose as an authorized user of the ap-
plication under review. Recall thar the objective re-
quires the reviewer to provide assurance that
“Application Internet access cannot be exploited to
gain access to internal systems.” In order to meet
this objective, the review must have “application
Internet access” as part of the scope. A reviewer in
this situation should identify the lack of creden-
dals for application access as a constraint. He or
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she may take a chance that it will be possible to gain
application user credentials in the course of the re-
view. However, if that turns out not to be possible,
and that internal system access was not gained, the
reviewer could not claim that the objective was met.
In this case, there is no approach that is guarameed
to cover scope and the reviewer should reject the as-
signment or accept it only with the caveat that it
may not be possible to produce a result.

Note the flow of review definition from objec-
tive, or purpose, to scope, or target, through con-
straints to arrive at approach. It is easier to consider
something out of scope than to acknowledge that it
may not be possible to meet the objective of the re-
view. Nevertheless, constraints do not affect scope
per se, they affect only approach. Many reviewers
faced with conflicting constraints and objectives
write a very detailed “statement of work” that skips
the definition of scope and instead defines a review
approach thar takes into account constraints and ig-
notes the original objective. Clients that sign off on
the “statement of work” tacitly agree that the full re-
view objective may not be met. In this way, many
people confuse approach with scope because people
like to define the scope as something that they can
review, rather than acknowledge the constraints in
deciding a review approach that may threaten the re-
view objective. This is especially true when time is
short. Reviewer resources are not infinite. The objec-
tives of many types of security reviews may only be
met in an asymptotic kind of way — thus the phrase
“level of assurance.” However, it is always more ap-
propriate and professional to rewrite the review ob-
jective than to confuse scope with approach.

Result

Variable Spectrum

Though all security reviews have common parame-
ters, they can vary widely in objective, scope, con-
straint, approach and results.

Figure 1 demonstrates just how flexible a secu-
rity review can be. Reviews can have objectives dri-
ven by business or technology. They can have
scope that is defined by technology or process.
They can have constraints ranging from time and
money to reviewer sphere of influence. (Reviewer
sphere of influence cannot be underestimated as a
constraint because the data gathering required for
a typical security review often crosses organiza-
tional and even institutional boundaries.) Ap-
proaches can range from interviews to technology
testing, Results can range from verbal “yes or no’
answers to formal published reports Moreover, se-
curity review design may encompass part of the
spectrum or the full spectrum of any one compo-
nent.

Types of Security Reviews

There are as many types of security reviews as
there are different combinations of objective,
scope, constraint, approach, and result, and the
variables in any review are by no means limited to
the examples in Figure 1. However, there are a few
major common types of security reviews, and they
are:

90-second security reviews

Control self-assessments

Design/architecture reviews

Due diligence reviews

Spot checks

Penetration studies

ocoo0o0O0

A result is an assessment of whether
the review objective was met. It need
not be communicated to exist, but a
review is not complete unless it does
exist. It is an answer to the question,
“Is this secure?” If it is not possible to
answer the question with any level of
assurance, the review should be de-
clared incomplete. This would occur
in the case above if the application ac-
cess required for covering scope was

- Figure 1
never gamed.

Objective

Scope

Constraint & i

Approach ¢ —

Result

L i
business driven technology driven

i

1
trcrmulug;,' process

maney reviewer sphere of influence

interviews techmology testing

e
formally published reports

§
verbal yes or no answers
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The 90-Second Security Review

In the 90-second security review; the
objective is usually business-driven. An
executive will call an information secu-
rity officer (ISO) into a meeting and ask
the question, “Is this secure?” The ISO
will have about 90 seconds to come up
with an answer. The scope could be
technology, data, process, or any combi-

Objective

nation of these, as the spectrum is not
necessarily a point along the scope line
in Figure 1, but rather a sampling of
values along it. It should be possible to
clarify scope with a verbal description of

The 90-second security review

To answer the question, “Is this secure?

b Scope A verbal description of “this”
k Constraint

Short timeframe, reliance on assumptions concerning
technical detail behind the verbal description.

b Approach  0ff-the-cuff assessment
b Result yesorno

the process, system, or data under re-
view. However, the constraint of a re-
quired response in a conversationally
limited time frame renders the only ap-
proach available—an off-the-cuff assess-
ment based on previous knowledge of
the system environment as described in
the review objective. The result will be a

Objective

yes or no answet. Spending more time
to define scope, or eliminating the time
constraint would effectively change the
review from a 90-second security review
to another type of review entirely.

For example, the ISO is called into
the office of the CIO and asked, “Is

The control self-assessment

To establish that the controls implemented to maintain security are sufficient,

k Scope

The systems environment housing the data or services that an organization
is charged to secure.

: Unknowns or lack of expertise in security mechanisms in
Constraint third-party products. Time. Participants are also responsible

for system maintenance, so they may be biased.
h Identify risks, exposures, potential perps.

Approach  Eyaluate ability of contrals to protect, de-

tect or recover from exploits.
b Result  Control weaknesses.

the XYZ system secure?” The ISO may

hesitate, may ask a question, “The XYZ system, is
that the one we talked about four months ago?”
With an affirmative answer, the ISO may remem-
ber that four months ago there was some kind of
work done on the system that did not pass review
at the time and was not followed up. Hence, the
result of the 90-second review will be the verbal as-
sessment, “No. Not likely.”

The Control Self-Assessment
In the control self-assessment, the objective is for
an organization to determine whether it is properly
securing data or services for which it has been a
designared steward. The scope is the set of systems
that provide the data or services identified in the
objective. This is a fairly standard security review.
Its major constraint is that the people participat-
ing are also responsible for design, implementation

and operation of the system under review, so they
may be biased as to its security status. However, as
the people in the room are also accountable for the
security of the system, that constraint may be
somewhat mirtigated.

Also, it provides the advantage that the people
are intimately familiar with the system. The ap-
proach usually makes use of a “facilitator” who is
not part of the organization, but there is no re-
quirement for independence in the facilitator, just
for security expertise. The roles of the facilitator
are to guide discussion through various stages of
the security risk assessment and vulnerability
analysis process, and then to assist the organization
in identifying security controls that will reduce
risk. Usually, it will begin with a list of informa-
tion assets to be secured. This will be followed
with a list of sources of harm to those assets, e.g.:
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( The design/architecture review

Scope

Constraint =~ "
nisms in third-party products. Time.

Objective 10 Establish thal a systems is capable of securing data, and identify configu-
ration parameters in the systems environment required to affect security.

Network and operating system placement diagrams, as well as de-
tailed technical design documents on system security mechanisms.

Unknowns or lack of expertise in security mecha-

Identify risks, exposures, potential

k Approach perps. Evaluate ability of controls to
protect, detect or recover from exploits.
k Resulr  List of issues to address.

[terative process.

Ideally, security should be built into
the system and the review will catch
design or architecture characteristics
that may be detrimental to systems se-
curity enforcement efforts. However, a
security design or architecture review
can occur at any point in the systems’
life cycles, and its objective is the same;
that is, to establish that security re-
quirements are met by the system ar-
chitecture and/or design.

The scope of the review will be defined
with respect to the objective. It will en-

compass all systems, networks, and

software that comprise the systems ar-

FThe due diligence review
data on an ongoing basis.

gurity controls at third-party site.

site.

Result

Objective To establish that a third party has adequate safeguards in place to secure

Scape Service description, data exchange mechanisms, draft contract, se-

Unknowns or lack of expertise in security mecha-
Constraint  pisms, as well as system configuration at third-party

(Obtain documentation on third party's

b Approach security controls, evaluate effective-
ness, test described controls.

Opinion plus caveats. May
be iterative.

chitecture. If the system has not yet
been built, it will include only the
functional and technical requirements
and design documents, as well as what-
ever architecture decisions have been
made to date.

Common constraints on these reviews
are that they tend to deal with new
technology for which there is little ex-
pertise and new technology vendors do
not always have a design for security.
In addition, there may be a time con-
straint driven by a project schedule

that requires architecture decisions to

hackers, insiders, system failures, etc. System vul-
nerabilities will then be listed, followed by analysis
of the threat of harm. Once the full set of mean-
ingful vulnerabilities is determined, controls are
identified that either currently or could in the fu-
ture mitigate the risk of vulnerabilities being ex-
ploited to cause harm. The result of such a review
should be a list of control weaknesses for the orga-
nization to address.

The Design/Architecture Review

A design or architecture review is typically done as
part of a systems development lifecycle process. In
the system lifecycle context, the idea of performing
a security design or architecture review is to ensure
that the system security requirements are defined
and, moreover, actually met by the system archi-
tecture or design. ;

be made before all required subject
matter expertise is made available. Hence the ap-
proach is often iterative.

It is helpful if the technology environment is
covered under existing security policy or standards
enforced within the organization. This can narrow
design alternatives and reduce the amount of re-
search into security mechanisms. While some un-
knowns are being researched, some lower-risk
decisions may be tentatively accepted. These open
issues and security-specific design and configura-
tion decisions form preliminary results until the
design is complete. The final result is the com-
pleted security configuration of the fully archi-
tected system.

The Due Diligence Review
When an organization enters into legal agree-
ments, such as an application service contract or a

18
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merger agreement, it is often required to exercise
due diligence in protecting assets, which include
information systems and data. For example, due
diligence may be required to ensure that the ser-
vices will indeed perform as expected, that the
merged entity does have expected asset protection,
and/or that regulatory requirements are met.

The level of due diligence in examining infor-
mation security controls should be commensurate
with the risk of uncontrolled systems operations.
The level actually required from a given security
reviewer will be set by review’s objective. A typical
objective in a due diligence review is to establish
that a third party has adequate safeguards in place
to secure data on an ongoing basis. The scope of
the review is the systems operations required to
fulfill che statement of work or other information
services description.

Constraints are usually that the systems at the
third party site may be inadequately documented
and that third parties may be loath to invite cus-
tomers in to review their security configurations.
The only realistic approach is to collect as much
information as possible about how data will be
handled at the third-party site, then assess whether
a reasonable and informed security subject matter
expert relying on this data would conclude that
there was adequare security at the third-party site.
Information collected may include security policies
and procedures, documented security reviews and
audits, network diagrams and system configura-
tion files. It may also include security test results
performed in the course of the review. The result
will be an opinion on whether it is reasonable to
assume there is security at the third party site, and
if not, what measures could they take or documen-
tation could they provide that would make it rea-
sonable. As concessions on the part of the third
party may result from preliminary review results,
these reviews are likely to be iterative as negotia-
tions for the contract continue.

It is tempting to develop an approach to due
diligence review that relies only on documentation
provided by the third parcy. However, this works
only when the objective of the review and the
scope of the documentation provided are a perfect
match. There is always research required in that
verification step, and often there will be data flow

between two parties that is unique to a contract
and so will not be covered under any previously
prepared material.

Another tempting approach for a due diligence
review is to require the service provider to produce
a SAS 70 audit. There are two types of SAS 70 au-
dits, informally referred to as SAS 70 Type 1 and
SAS 70 Type 2. A SAS 70 Type 1 is an indepen-
dent assessment by a third party of whether or not
controls established by management would secure
data if they were implemented. A SAS 70 Type 2
tests that they are implemented.

Unfortunately, a third party under review may
provide a SAS 70 audit report that does not cover
the scope of the review. For example, an applica-
tion service provider may outsource their operat-
ing system configuration and maintenance. The
service provider that performs the operating sys-
tem security may have a SAS 70 but the applica-
tion service provider might not. In addition, the
SAS 70 report may contain a conditional opinion.
It might say that if controls were in place, they
would be adequate, but that the auditors were not
able to confirm that controls were in place. A final
caveat to asking for a SAS 70 is that many service
providers do not have them and they take several
months to produce. Due diligence decisions must
be made based on available information, not on
information that may provide assurance in the fu-
ture. In addition, many service providers do not
understand the difference between an audit and a
security review. They will often attempt to provide
security review reports in lieu of SAS 70 that are
not performed by an independent audit. The secu-
rity reviewer is burdened with explaining to the
service provider what additional evidence would
provide the required level of assurance.

The Spot Check

The objective of a spot check is to determine
whether some specific system or data is properly
secured. Tt differs from an audit or control self-as-
sessment in that the information required is very
specific and needs to be determined fairly quickly.
It is often the fallback when the 90-second security
review fails to produce a result. For example, the
CIO will say “Is this system secure?” and the ISO
will respond, “I'm not sure, give me a few days to
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look at it.” The scope of a spot check will be the
systems environment directly supporting the secu-
rity of “this” in the question, “Is this secure?” All
people, process and policy with respect to the
“this,” as well as the technology with which it is
implemented, will be in the scope. Constraints on
the spot check usually stem from its narrowly de-
fined scope. System dependencies and interfaces
may have to be assumed rather than investigated.
The approach is very much like audit, where all se-
curity parameters are examined for compliance
with management control objectives. The result is
a “yes or no” opinion, as it is in the 90-second se-
curity review.

The Penetration Study

In its original sense, the term “penetration study”
referred to what is now called a “black box”

penetration study. It is a security review in which
the objective is to see if the general public can pen-
etrate the security controls of a system meant to be
restricted to authorized individuals.

Now, there is much differentiation among con-
sultants as to what types of security review will be
done under the heading of “penctration study.”
“White box” penetration studies refer to a spot
check in combination with a black box test. It
often includes analyzing application source code.
Various other reviews in which more system con-
figuration or documentation is available to the re-
viewer are referred to as “‘gray box” testing.
Another term for “black box” is “blind.” This im-
plies that the reviewer has no knowledge of how
the system is engineered. This makes white and
gray box tests “non-blind” penetration studies.

The general term “penetration test” still refers
to a blind test—that is, the objective is

Fhe spot check

networks, 08).

Resull yes or no

Obiective To render an opinion on whether or not a given security process is working.

Process description and security system parameters directly sup-
Scope  porting the process.
Reliance on assumptions with respect to systems in-
el terfaces and supporting systems (e.. data feeds,
Review all system security procedures
Approach @nd seftings. Identify expected user
community. Evaluate whether or not

expected controls are in place.

to see if system security controls can be
circumvented to allow unauthorized
access from a publicly accessible portal.
The scope is the portal and the tech-
nology that supports it. One constraint
is that there is no advance knowledge
of the technology comprising the por-
tal, though it may be collected as part
of the review. However, given that
there is no advance knowledge of how
much data will be available to collect,
the major constraint is time. Thus the
approach for a penetration test is usu-

| ally a set of data collection techniques

r“I'he penetration study

Objective To see if a system can be broken into from a publicly accessible portal.
b Scope  System's publicly accessible portals and supporting layers of
technology.

b Py No direct access to supporting layers of technology

ONSUA iy black hox testing, no knowledoe of those layers).
Time.

Perform standard set of scanning tech-

approach piques. Substitute time and materials

for unknown activities in project plan.
k Result  List of vulnerabilities.

followed by a given amount of time
spent by a subject matter expert to de-
feat controls.

The result of a penetration test is a
list of vulnerabilities. Often the vulner-
ability list offered as a result of a pene-
tration test will include items that have
not been proven to be real vulnerabili-
ties due to review constraints. If this is
the case, and there is no definitive an-
swer on whether the system can or
cannot be penetrated, the penetration
study will have provided some results
but nevertheless failed to meet its

objective.
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Review Type Audit Contral, Flow, Use, Management control
Case or Process testing
90-second security review Y ]
Controt self-assessment Y Y
Design/architecture review N N
Due diligence review Y N
Spot checks Y -
Penetfaﬁnn studies Y N

One way around this is to take time into ac-
count when setting the objective. For example:
“To see if a system can be broken into from the In-
ternet, given the attacker is an expert hacker with
access to state of the art software and willing to
spend six weeks on the effort.” Often a penetration
study team will make concessions in quoting addi-
tional time and materials in recognition of this
failure. However, an organization may be inclined
to accept the incomplete result, as evidence that
the time and materials required to penetrate the
system are cost-prohibitive.

Recommended Approaches

It should by now be apparent just how oversimpli-
fied the model in Figure 1 is in describing the pos-
sibility of continuum in identifying the objective,
scope, constraints and approach in security review.
For example, consider that approaches in the re-
views described above span from interviews to
technology testing. Interviews are usually used to
understand how systems are used and how
prOCESSCS Support information Systems COﬂtrOlS.
Interviews, combined with documentation that
describes current controls, add a level of manage-
ment control testing. Management requirements
for security can at a high level be compared to se-
curity design and architecture. The architecture
can be confirmed to be working only if imple-
mented and configured as designed. Substantive
data tests are required to see if access to informa-
tion is properly administered. Each of these review
techniques, which form the columns of table 2,
can to some extent be brought to bear on a num-
ber of different types of security reviews.

SECURITY MANAGEMENT

Substantive
data test

Assess implementation/
configuration

Design/architecture
requirements

N
Y
Y
Y
N
N

Table 2 is not meant to represent a flow from

= e s < < =
= = = = = =

activities that are better than others on a spectrum.
Different types of reviews will validly make use of
different activities in their approaches. In a 90-sec-
ond review, the only possible approach is to draw
upon memory of existing security process strength
with respect to the scope. In the control self assess-
ment, any and all possible approaches are possible,
though the implementation checks and dara test
are in fact rarely included. In a design or architec-
ture review, the focus is more on the technology
than the use cases, but can be very specific when it
comes to implementation and configuration. For a
due diligence review, one rarely has access to de-
tailed test results, but may be able to make use of
various types of interviews, architecture and con-
figuration ~documentation. Spot checks look
deeply at everything except the big picture pro-
vided by an architecture perspective. Typical pene-
tration studies tend to focus on how a system is
used.

Third party assessment is a good example of a
security review for which there are many existing
review approaches. In a third-party assessment, the
review objective is to determine whether informa-
tion is handled by a third party in such a way that
maintains the confidendality, integrity and avail-
ability of the data. Scope then becomes the systems
at the third-party site thart hold the data and all po-
tential access points into these systems. Purpose
and scope are the same for both types of reviews.
Often, the approach taken will be a due diligence
review or a penetration study because both types of
reviews share the common constraint of the fact
thar reviewers do not have direct access to the
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Review Type Situation
 00-second secirity review
tem under review and the need for a response
is urgent.

Control self-assessment
controls may not e adequate, and always be-
fore an audit.

Prior to production deployment of new system
or major architecture change.

Design/architecture review

Due diligence review \Whenever sensitive tata must be shared with

third parties.

- Spat checks Whenever there is a report of a security prob-
lem or potential security problem.
Management requires assumace that a system

 Penetration study
Sk is resistent to the average hacker. -

configuration of systems in scope. However, due
diligence reviewers are not constrained by requests
for documentation concerning those systems. By
contrast, in a penetration study reviewers are often
constrained by requests for documentation. They
may be further constrained by not knowing
whether or not access will be gained and when,
making it extremely difficult—if not impossible—
to estimate the amount of testing required to fully
achieve the review objective. By contrast, a due
diligence review can gather enough information to
completely list out the unknowns with respect to
data handling and request contract clauses to pro-
vide some legal if not technical mitigation of risk.
Thus, in a third party assessment situation, a due
diligence review should be considered a superior
alternative to a penetration study.

OF course, within each of these approaches there
is enormous leeway for an individual reviewer to de-
termine how much scrutiny is enough to meer the
objective. Yet the gencral categories of reviews do re-
veal that some levels of assurance may be met by re-
liance on a specific review type, performed well.
Constraints on any type of activity may increase the
reliance on the others. Table 3 makes some recom-

mendations on the type of review that should be
considered in a given situation, as well as why that
review is considered the most appropriate.

The reviewer is intimately familiar with the sys-

Whenever there is a management concern that

Why

Anyone not familiar with the system will not he ahle to provide a credi-
ble opinion in so short a time.

The only way to really know whether a system is operated securely is
to know exactly how it is operated. Also provides accountability for
poor audit results.

New systems tend to have new security mechanisms or use existing
ones in unfamiliar ways. Even if security is sound, operational controls
may need to adjust and this usually gives time for that to happen prier
to production.

Third parties aften sign contracts without knowing that they can fulfill :
the security requirements in them.

An appropriate response is to make sure expected nantrdis are in
place. : :
New hacker technologies are usually not immediately picked up by au-
* ditors anl intemal security reviewers, due fo their concentrafion on
| esiagae e

Note that some review approaches are themselves
constrained by the availability of a knowledgeable in-
sider. Where there is no familiarity at a organization-
wide level with system security controls, it will be
impossible to find anyone with the knowledge requi-
site to conduct a 90-second security review. Simi-
larly, a control self-assessment, by definition, must be
performed by those intimate with the system from
both a process and technology perspective. By con-
trast, spot checks and penetration studies may be
more objectively performed by those with no insider
knowledge of the system under review, and may
safely be outsourced to a reputable firm.

That said, those with no insider knowledge of
existing security mechanisms cannot rely on previ-
ous experience with controls, so even a spot check
invites an architecture review—thus these may be
more economically done by insiders. When con-
sidering the question of whether or not to out-
source security reviews, it is usually only
economical when the necessary technological ex-
pertise cannot be found internally. When a review
is outsourced, an internal staff member should be
assigned to work with the reviewer so that exper-
tise in internal technology that a reviewer will gain
by the in-depth systems analysis the review re-
quires does not leave the organization art the end of
the outsourced engagement.
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Another consideration on the “outsource versus
insource” decision is that any review that requires
some level of objectivity or independence should
rely on outsourced resources. However, outsourcers
will be loyal to the executive that they perceive will
sign off on their invoice or provide future business,
so that person may get first look at the results.
Where a high level of objectivity is required, an or-
ganization should fall back on its auditors.

However, there are a growing number of infor-
mation security review requirements where the ob-
jective is not independent assessment. Instead, the
objective is internal assurance. The level of com-
fort a manager can take in internal assurance need
not be considered less than that of an independent
assessment. When accepting an opinion from an
internal security reviewer, an executive gains ac-
countability. Audits may be good or bad, and they
do not provide accountability unless accountability
for security is established well prior to the audit.

Summary

In summary, there is no even continuum of secu-
rity reviews where one is more rigorous than the
next, culminating in a “full systems audit.” Six
type of security reviews have been identified and
differendated in these pages. Yet there are as many

others as there are consulting firms wishing to dif-
ferentiate themselves. It is important to under-
stand that the approach determines the format and
quality of the result. The important take-away here
is that different types of security reviews are useful
in different contexts. Context is the combination
of review objcctive, scope, constraint, and ap-
proach. Choosing the right type of security review
is fundamental to achieving the best possible as-
sessment as a result.

So if in response to the question, “Is this se-
cure?” the answer is, “yes,” the next question
should be, “What did the review consist of?”
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