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. Influences on Bear Stearns’ approach

. Bear Stearns IT Strategy




SOX Section 404 SI%ERRNS

SEC. 404. MANAGEMENT ASSESSMENT OF INTERNAL CONTROLS.

(a) RULES REQUIRED.—The Commission shall prescribe rules requiring
each annual report required by section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C. 78m or 780(d)) to contain an internal
control report, which shall—

(1) state the responsibility of management for establishing and maintaining an
adequate internal control structure and procedures for financial reporting; and

(2) contain an assessment, as of the end of the most recent fiscal year of the
issuer, of the effectiveness of the internal control structure and procedures of
the issuer for financial reporting.

(b) INTERNAL CONTROL EVALUATION AND REPORTING.—With respect
to the internal control assessment required by subsection (a), each
registered public accounting firm that prepares or issues the audit
report for the issuer shall attest to, and report on, the assessment
made by the management of the issuer. An attestation made under
this subsection shall be made in accordance with standards for
attestation engagements issued or adopted by the Board. Any such
attestation shall not be the subject of a separate engagement.




Generally Accepted Standards sl%%Ns

COSO

COBIT

Industry Standard

Consultant Recommendations
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. Control Environment

The tone is set at the top!

. Risk Assessment

Internal control risks

. Control Activities

General controls plus application controls

. Information and Communication

Roles and responsibilities awareness

. Monitoring

Metrics




Control Objectives for Information Technology S%%NS

COBIT
Control
Obyectives
———

CoeaT Controd Olyectives

Man and Organize

Define a strategic IT plan.

Define the information architecure.

Determine technological direction.

Define the IT organization and relationships.
Manage the IT imestment.

Communicate management ims and direction.
Manage human resources.,

Ensure compliance with external requirements.
Assess risks.

fdanage projects.

danage quality.

Acquire and Imphement

Identify automated solutions.
Acruire and maintain application software.

Acruire and maintain technology infrastructure.

Denvelop and maintain procedures.
Install and accredit systerms.
Manage changes.

Daliver and Support

Define and manage service levels.
Maiage third-party services.
Maiane performance and capacity.
Ensure continuous senvice.
Ensure sysiams security.

Identify and allocate costs.
Educate and train users.

Assist and advise customers.
Manage the configuration.
Manage problems and incidents.
Maitane data.

Marane facilities.

Manage operations.

Monitor and Evaluate

Monitor the processes.

Assess internal control adequacy.
Obtain independent assurance.
Proorirle for indenendant adio

Contrl
Envir onment

COSO Compaoment
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Controls that
focus on COSO
objectives

COBIT is a product of the Information Systems Audit and Control Association, www.isaca.org 6



ISACA’s Common Sense sl%%Ns

Source: IT Control Objectives for Sarbanes-Oxley
The IT Governance Institute, an ISACA Research Foundation Organization

“The SEC regulations that affect Sarbanes-Oxley are undeniably complicated, and
Implementation will be both time-consuming and costly. In proceeding with an IT
control program, there are two important considerations that should be taken into
account:

1. Thereis no need to reinvent the wheel; virtually all public companies
have some semblance of IT control. While they may be informal and
lacking sufficient documentation, IT controls generally exist in areas such
as security and availability.

2.  Many companies will be able to tailor existing IT control processes to
comply with the provisions of Sarbanes-Oxley. Frequently, it is the
consistency and quality of control documentation and evidential
matter that is lacking, but the general process is often in place, only
requiring some maodification.”




BSC IT Roles and Responsibilities S?%NS

Chief Executive Officer President
Chief Financial Officer General Counsel Chief Information Officer
Business Processes
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Key IT SOX Roles and Responsibilities S?%NS

SOX IT Liaison
SOX IT Committee
SOX IT Liaison (committee chair)
Internal Audit’s IT Division
Information Security Group
IT Compliance Management Office
IT Assessors — Accountable Directors

IT Reviewers — CXOs or Direct Reports




Standard Consultant Recommendation S?%NS

1. Determine the scope of your SOX effort

2. Evaluate current control structure with respect to systems in
scope

3. Develop action plan to mitigate identified gaps
4.  Implement required controls and update documentation

5. Validate and certify controls

10



Step 1: Determine the scope of your SOX Effort IS?&RRNS

-  Start with the business control structure and processes for financial
reporting

- Reduce the processes to a set of procedures

= ldentify the control objectives that are supported by those
procedures

- ldentify the applications as known to the business to support their
controls

This is done by the SOX PMO. As we follow this process, the IT Liaison
compiles:

a list of applications :

11



Example: Determining the scope of SOX Effort S?%NS

[ Process } [ Revenue }

[ Sub-Process } [ Recording a sales contract }
STl Contract pricing is recorded accuratel
Objective P 9 y

Cor_ltr_ol | Contract prices rgviewed and approved
Activity by authorized personnel.

Practice require authorization via aut
in CPSYS.

i

/

Contract pricing review and approvals
[ Current } [

controls and are maintain

IN SCOPE
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Step 2. Evaluate control structure with respect to scope IS?&RRNS

Start with the list of applications

= ldentify IT control objectives common to all applications with
reference to current Policies and Procedures

-  Review Control Objectives with Internal and External audit

= ldentify the control practices for each application with reference to
Control Objectives

-  Collect documentation on control practices that are common to all
applications, these are General Controls

=  Collect documentation on control practices common to applications
of common architecture, these are Application Controls

As this step was completed, we compiled:
a list of control objectives and associated control practices

13
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Example: Control structure with respect to scope STEARNS

GENERAL
Application: CPSYS (Contract Pricing System) 74
IT Governor: Jeannette Santos, Senior Managing Director, IT Pricing Development CONTROLS

IT Manager: Carol Godwin, Vice President, IT Pricing Development

Change Control Administrator: Kristin Klark, Associateb+ or=FQuUAlMPASsurgfCe

Recovery Administrator: Josh Smith, Associate Dire&tor, IT Operation

Description: CPSYS allows sales to enter proposed and change pricing foggOntract prigfing and contract negotiation. Once
contracts are signed, legal uses CPSYS to compare to the sigg€l contract an@l accepts as revenue.

Application Component list:
Component Name: GUI (various applications)

Platform: Motif/X-Windows/accessed throug mmingbird Exceedl on Wintel APPL ICA TION

Specifics: Startup executables on networkgfile share //ntshare/cpgys
Support Team: IT Wintel Administratig
Component Name: Database CONTROLS

Platform: Sybase DBMS

Specifics: Sybase SPB4-en n_Solaris Machine cpsyssoll
Support Tda
Change Control Overview: DeVelgge S se-fer-sotirce code versioning. QA compiles and delivers to ITVintel
and/or UNIX Adminigjgéition Wlth correspondlng install instruction.
Source Code RepgSitory: Clearc oh-geservert
Access Control Overvjg®: Users logintot

unknown jg he user. Entitlements are stored In Sy

from th€application and also change their roles and pr|V|Ieges
etwork Access Category: Inteer
ora-Repositer—Sirgte-Sign-On Secondary Repository: Sybase

User Admin Team: Access Admin User Admin Team: Sybase Admin
Entitlement Repository: Sybase User Admin Team: Business users under Sam Jones
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Step 3: Develop action plan to mitigate gaps IS?&RRNS

Start with the list of control objectives and documentation on
associated practices.

= |ldentify any application that does not meet control objectives,
that is, documentation on corresponding practice is missing or
inadequate to cover control objective.

= Notify CXOs of deficient applications that they must change
current practice and update documentation.

= |ldentify metrics that show progress in gap mitigation.

=  Review planned practices and implementation timeframe to
ensure they are compliant.

When this step was completed, we had:

actionable plans and visible metrics :>

15



Example: Develop action plan to mitigate gaps S?%NS

Identify any application that

does not meet control ‘
objectives, that is, practices

are missing or inadequate.

Notify CXOs of deficient ‘
applications that they must
change current practice.

Identify metrics that show ‘
progress in gap mitigation.

Review planned practices and
Implementation timeframe to ‘
ensure they are compliant.

| |

h ti The day
=nougn time to Enough time external audit
schedule

f At for a needs to start
communication testing o
with Senior development esting

lifecycle assess SOX

Managers Compliance
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Example SOX IT Committee Lists STEARNS
Control Objective General Control Practice
Logical security tools and Network Firewalls restrict traffic into
techniques are implemented, the Internal Network from all
configured, and administered to external sources to
enable restriction of access to application that require
data and programs. strong authentication.
Control Objective Application Control Practice
Logical security tools and Client/Server Strong authentication is
techniques are implemented, provided via Single-Sign-On.
configured, and administered to (CPSYS, OS and DBMS Security
enable restriction of access to CSAPP2, etc) configured at group level.
data and programs. Entitlements configured via
BU-administered screen that
updates DB2 table.
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Step 4: Implement Required Controls, Update Documentationls?aRRNs

=  Start with the actionable plans for gap mitigation.
= Publish metrics.

= |ldentify Documentation.

When this step is completed, we have: |::>

documentation and awareness

18



BEAR
Example CXO Documentation — Control Practice Description § STEARNS

1 2

PIXNEN

Automated
Monitoring Process

Autormated
Monitoring Process

Running
configuration
changed?

ich type o
device?

'es —w

Compare running
config to previously
recorded version,

\ Idenrity clange J

Ay
changes in the
following parameters?

Any
changes in the
IP, MAT, Filter, Routing, or Maonitoring
parametars?

[auth ],[acct |, [user], [group] [system], [p][filter],
[filterrules], [filtedink]. [snmp], [snmp_community], [hiepl,
event], [eventsyslog] [eventclass], [telnet], [tip],
[fip]. [ssl].[dns]. [routes]

"nameif, "interface”, "ip address" "hostname”, "nat” or
"global"fixup®, "conduit”, "outbound”, "apply”
"route”, "static”, "tfitp" "telneat”,

"snmp”, "logging™

o 3 ™

Atormted
Maonitoring Process

Create Femedy Ticker,
wssipm o EAG and alert in
\_ Mercool

A

a3 5 ™ i T

Enterprise Alert
Giroup

g 4 ™
Enterprise Alert
e Ciroup

Was change
implemented comrectly and
according to the project,
CCF or ticket?

IT Security

o —»
Follow procadure to

identify coresponding

\_ project, CCF or ticket,

Investigate Incident and
provide root cause
analysis.

Assign ficket to IT
Sacurity
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Example Compliance Metrics STEARNS
100% - - -
00% M B _ —
B0% = ||
70% _ % required
c.n ] D projects
0% [ ] B completed
A0% H L L]
%o docs
il ] B ] . completed
0% H = L || ||
0% H H — — — — % apps
0% H . ’_I || || —|: | DWell—defined
0% A | | | l_l_ | | | — |

BU-1 BU-2 BU-3 BU-4 BU-5 BU-6 BU-7 BU-8 BU-9 BU-10
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Step 5: Validate and certify controls S%%NS

-  Start with the documentation on control objectives as well as the
documentation on the servers and software that comprise the
applications and all associated control practices.

=  Test all general controls.

=  Test all the control practices associated with each application
Infrastructure type to ensure that they exist and are consistently
implemented.

= Do this periodically and document test results.

When this step is completed, you have:

o o Compliance

21
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Putting it all together STEARNS
[ Determine the scope of your SOX effort }
pplication -
[ List J Evaluate current control structure with respect
to systems in scope
[ Control }
Objectives { Develop action plan to mitigate identified gaps }
[ Actionable } j
Plans [ Implement required controls and update
L documentation

[ Documentation ¢ J

Validate and certify controls

[ Compliance ]‘7 j

EN
—
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For more information....

Useful sites:

WWW.pcaobus.org
www.sec.gov/spotlight/sarbanes-oxley.htm
WWW.C0S0.0rg

WWW.isaca.org

www.ffiec.gov
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