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System Security Metrics

System security may comply with security standards, yet still not
serve the mission of a given enterprise

— Security professionals call this: correct versus effectiveness (C&E)
— Certification authorities call this: security testing and evaluation (T&E)

— Engineers instead use: verification and validation (V&V)

C, T,V, Did we build the system right?
Are the specifications met?

C, T,V, Didwe build the right system?
Does the design work?




Target Security Metrics
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Monitoring Metrics

Configs Collected
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Activity Metrics

Incidents Reported via eMail
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Note: blank lines indicate no incidents were reported, mostly weekends.

Accurate | Numeric | Correct [ Consistent | Time-based | Replicable |Unit-based | Informative | Overall
Yes Yes Yes Yes Yes Yes Yes Yes Weak
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Measures only external environment, not system response 7




Remediation Metrics

Identity Management Deployment Progress | @ estimated % not yet
800 1000 1200 identified
1 ] % users that are not
100% mapped to an existing
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30 B % users known to map to an
. existing and valid identity, but
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index
Interval Manual [ % users that correlate to an
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Vulnerability Metrics
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“Badness-ometers’” — Gary McGraw

Accurate | Numeric | Correct | Consistent | Time-based | Replicable |Unit-based | Informative | Overall
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Typical Security Metrics “Risk” Dashboard
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Risk versus Security Metrics

Assessment vs Implementation
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Potential Conflict of Interest

Solution: Declare reason not a risk

Risk Managers

may be tempted
to accept

Total Total
unsecure

configurations

Not Compliant due Compliant which would
to same reason make seemingly

Not compliant technical charts

look different to

Compliant
management.
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Current Security Metrics

« Apply standard criteria to an enterprise security
program to determine its security strength

» Measure process rather than results

« Concentrate on security risk, the cost of controls,
and the expected benefit of return on discreet
security investments

e Pass Correctness, Test, and Verification, but fail on
Effectivenss, Evaluation, and Validation
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An Engineering Approach

e Constrltlct theoretica Securi ty Validate theorefical Demonstrate
rity construct - :
user requirements, security construct Overlay security construct and validate

develop system using .Systcm_—lcve] — ‘ system to user
concept and validation SESUriEy dll'rlbules. — Verify be.(,urlty. validation plan.
plan. Devise verification ) feature design with
and validation criterion metrics Integrate system and

Develop system
performance specification
and system validation
plan.

perform system
verification to
performance
specification.

security metrics

Verify security
Design feature design
security with content
features metrics

Build
security
features

Evolve “Design-to”
specifications into Inspect “BUil_d'tO”
“Build-to” documentation documentation.
and inspection plan.

Expand performance
specification into
configuration items
“Design-to” specifications
and verification plan.

Assemble configuration
items and perform item
verification to item
“Design-to”
specifications.

Fab, assemble, and
code to “Build-to”
documentation
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Design Basis Threat
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Validation Example: SWFR

A SWEFR is a product of two measurements, defined as:

The time to protect (TTP), the average interval between when a target is first
aware of the existence of a new threat and when it successfully deflects it,
will depend on the controls preventing exploit on that path, and is measured
as the minimum time required to establish compensating or corrective
controls.

The time to attack (TTA), measured as the median lifetime of malicious
activity emanating from a specific source, is the length of time that an attack
Is available to the attacker would be calculated for each leaf activity

For every path P on an attack tree, calculate SWFR of P, then:
System SWFR = max ( Piswer -+ Prswer)

To the extent the ratio TTP/TTA is minimized, the defenders are successfully
thwarting attacks. To the extent it increases, the attackers are more successful.
The goal of absolute security would be measured with a TTP/TTA metric that
IS better as the ratio approached zero.
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Comparing Security Validation Metrics

Adversary Metrics Process 1 Process 2

Activity

Disable TTP (in hours) 2 4

Infrastructure | 1a = 24 hours 24 24
SWFR .8 16

Subvert control | TTP (in days) 12 24

system TTA = 120 days 120 120
SWFR 1 2
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Graphical Illustration of the System Level Approach

System
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Area of vulnerability is either reduced, or covered with security-specific bolt-ons.
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Systems Security Methodology

Devise System Security
Engineering MPTs

f

Devise Security Metrics

*

Design Secure
Architecture

*

Extract Security
Frameworks

v 4

Define Security

SYSTEMS ENGINEERING
Research Center

www.sercuarc.org



Weatherproofing Analogy
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Measuring System Security

Questions, Discussion?

jennifer@bayuk.com
www.bayuk.com
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