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Historical Data Limitations
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• In all of the successful cases of the application of probability theory to 

risk management, there has been a large quantity of suitable data 

collected over time wherein stable patterns are repeated. 

• For example, credit risk decision is mostly based on analysis of 

historical data and the market risk decision is mostly based on analysis 

of potential future behavior. 

• Risk-based models for technology operations that use aggregated data 

sets to forecast the future is today practiced mostly in academia and in 

large technology companies where automated processing is very 

homogeneous.

• Without having past data with which to develop models to predict the 

future, there is no way to agree on a base probability of a given event. 

As on expert put it, they are:*

“computer gymnastics - subject to many of the same hurdles that 

stand in the way of conventional probability theory - the raw 

material of the model is the data of the past.”

* Bernstein, Peter, Against the Gods, The Remarkable Story of Risk, John Wiley and Sons, 1996, 



Exemplar Enterprise Risk Management Framework 

Standards
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• COSO – Committee of Sponsoring Organizations of the Treadway Commission, 

an independent private-sector association sponsored jointly by five major 

professional associations focused on financial statement integrity.* COSO’s goal 

is to provide thoughtful leadership dealing with three interrelated subjects: 

Enterprise Risk Management (ERM), Internal Control, and Fraud Deterrence. 

COSO ERM Framework document is: Enterprise Risk Management: -

Integrating with Strategy and Performance, 2017.

• BIS – The Bank of International Settlements (BIS) Basel Committee on Banking 

Supervision. A membership-based association of 60 central banks. The mission of 

BIS is to serve central banks in their pursuit of monetary and financial stability, to 

foster international cooperation in those areas and to act as a bank for central 

banks. The BIS Operational Risk Management Framework is described in: Sound 

Practices for the Management and Supervision of Operational Risk (BCBS96) 

2003, and subsequent enhancements to provide more detail on specific topics. 

* The American Accounting Association (AAA), the American Institute of Certified Public Accountants 

(AICPA), Financial Executives International (FEI), The Institute of Internal Auditors (IIA), and the 

Institute of Management Accountants [IMA]
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NIST
Warning:1

1 NIST SP800-30, Guide 

for Conducting Risk 

Assessments 
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Framework Reflects COSO View of Risk Appetite and Tolerance

• Risk appetite is management’s qualitative statement on risk tolerance, for 

example:

Cybersecurity is a major concern. The firm has no tolerance for known vulnerabilities in its systems, no 

tolerance for data breaches, and low tolerance for unknown vulnerabilities. 

• Risk tolerance refers to the range of degraded performance that management

deems acceptable as a demonstration that risk appetite is observed. 

• Risk appetite needs to stay below risk capacity, which is the break-point for an 

organization before risk events cause results from which no recovery may be 

expected.

• Risk tolerance measures and key risk indicators help management quantify 

risk capacity, appetite, and tolerance. 

• The terms “risk tolerance measures” and “key risk indicators” are sometimes 

used interchangeably. However, risk tolerance measures refer specifically to 

the boundaries of acceptable variations in performance related to achieving 

objectives, while risk indicators are metrics that help identify changes to the 

risks themselves.
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The Framework
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What the Framework is Not

The Framework is not a NEW method of managing multiple assessment projects. 

It encompasses the existing practices designed to collect information needed for 
Cybersecurity Risk Management.



Framework Cliff Note Version



Probabilities of advantage of each step 
influence probabilities of successful 
attack using a given path.

A Common Approach to Risk Assessment



A Common Sense 

Approach to 

Estimating 

Likelihood of 

Attack, 

Given Tree

If attacker is insider, 
probability of success 
increases.



Probability of Success, Given Collusion
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Statistics versus Probability

Statistics: Given the information in your hand, what is in the pail?

Probability: Given the information in the pail, what is in your hand?

The previous example 

was looking at the hand.
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Once source for the pail: Verizon DBIR

Data source: Verizon DBIR, 2017

?

DBIR data lists attacks by category, in a given 

industry, but internal factors also influence this, 

so it must be used in combination with event 

attributes that can be compared to internal ones, 

such as controls and issues.

"Undetermined", "Negligible", 

"Exposure", "Adversity", "Disaster"

How to extrapolate from the pail?

http://www.verizonenterprise.com/verizon-insights-lab/dbir/tool/?_ga=2.259428362.1274819576.1542665843-1758792112.1542665843
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Requirement 

Identifier

Document 

Section

Document 

Subsection

Document 

section 

“grouping 

strategy”, 

category, or 

classification 

Full Text of 

Requirement
Scale
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Assessor 

Evaluation of 

the Extent to 

Which the 

Requirement 

is Met

Person within 

the Organization 

that Most 

Closely Manages 

the Business 

Proces That May 

Reasonably Be 

Expected to 

Maintain Control 

Over Compliance 

with Requirement

Assessor 

Indication of 

Whether the 

Assessment 

Should Report 

a Compliance 

Issue

Free Form 

Documentation 

of Assessor 

Observations

“Control Owner”
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Archive 

documented 

evidence.
Reference to 

existing 

control 

documents.

Free Form 

Description  

of Available 

Evidence

Reference 

to archive 

of 

documented 

evidence.
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Maintain 

accountability 

for assessment 

data entry.

Free Form 

Assessor 

Recommendation
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An Assessment Requirement Met Difference is no issue
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Issue Summary

Assessment 

Requirement
Plan to 

Remediate

Date to 

Remediate

Source
Severity
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What

Evidence of Loss

How
Impact 

Classification 

Tracking

Accountability
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Measures, aka Base 

Measures, Primitives

Events are Realized Risks and 

Therefore always Key Risk 

Indicators

Selecting Measures, Metrics and Key Risk Indicators

Metrics → Key Risk Indicators
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Cybersecurity (CS)

Harm to Confidentiality Harm to Integrity Harm to Availability 

Internal Data Leakage

Other

Third Party Data Breaches

Error Environment Social

Other

Event types     =def    risk categories,

and have characteristics similar to an attack tree.

What does the pail look like?

However, events may overlap categories….
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NIST Minor Deviation from Standards

1 NIST SP800-30, Guide for 

Conducting Risk Assessments 

Note that COSO and COBIT measure risk in probability and describe and event 
spectrum from opportunity to negative consequences.



Risk Assessment

Key Risk 

Indicators

What metric is the best 
match between your 

organization and the pail?

Note actual events 
always tip the 
probability to 

100%
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Cybersecurity (CS)

Harm to Confidentiality Harm to Integrity Harm to Availability 

Internal Data Leakage

Other

Third Party Data Breaches

Error Environment Social

Other

On which nodes does your organization look like the pail?

Note the aggregate is the highest probability among sub-categories.
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NIST
Warning:1

Where we can 

help

1 NIST SP800-30, Guide 

for Conducting Risk 

Assessments 
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Questions?

Discussion

jennifer@bayuk.com

www.Bayuk.com

www.framecyber.com


