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Example Financial Services System Separate 
Administration 

Orgs



Each institution has 

dozens to hundreds 

of connectivity 

points that are 

similarly complex!
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is:

A Project of: Department of Homeland Security Science and 
Technology

Administered by: Air Force Research Laboratory at Rome, NY

Managed by: Norwich University for the Cyber Conflict Research 
Consortium (CCRC) which also includes:

- University of Nevada

- Utah State University

- Miami University of Ohio

- Potomac Institute for Policy Studies. 

Endorsed by: Financial Services Sector Coordinating Council 
(FSSCC) and Financial and Banking Information Infrastructure 
Committee (FBIIC)

Advised by: FSSCC Subject Matter Advisory Response Team 
(SMART)
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Open and Closed Loop Exercises

Exercise 

Events

PLAYER

ACTIONS

Exercise

Events

PLAYER

ACTIONS

CONSEQUENCES

Player actions in most exercises have little effect on future events

Ideally, player actions would have consequences and the loop is closed
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Expectations and Goals
• DECIDE is a four-year research and software development 

project 

• DECIDE will use models to simulate normal and disruptive 
events in critical infrastructure exercises

• Leveraging DECIDE technology, exercises will: scale from a 
single institution to nationally distributed sector‐wide and cross-
sector exercises; stress the complexity of massively 
interconnected industry participants; and facilitate efficient 
participation by reducing time and cost barriers to critical 
infrastructure exercises.

• Exercises will enable collection of valuable data that may be 
used to enhance future, as yet undefined, research.

• DECIDE will not

» Predict the future*

» Optimize performance of decision makers

» Train users to “do it right”



“All models are wrong.  Some models are useful.”

- George Box


