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You can’t predict the next attack.

But you CAN 

manage

Cybersecurity Risk!
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State of the Practice

Existing Approach: Cybersecurity Risk Assessment tools are prolific. They focus 

on well-defined subsets of the cybersecurity landscape and 

encompass a wide variety of disparate evaluation criteria, such 

as control gaps, maturity levels, and tiers.

Problem Statement: Most individual cybersecurity assessors, even those in large 

firms, make sense of the disparity by creating custom 

spreadsheets in which they reduce cybersecurity assessment 

materials to sets of individual questions/requirements and 

structure assessment results into actionable sets of issues. 

Vision: A new global framework for professional practice of 

cybersecurity risk management, one that takes advantage of 

existing assessment guidelines, but normalizes assessment 

results to continuously improve cybersecurity risk assessment 

capability.
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Framework Definitions
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• Events are incidents of interest to risk management. They may happen within the 
organization, or to an external organization whose experience may have 
consequences for the organization, including potential increase in probability of 
similar events happening internally. Events may also be hypothetical exercises in 
risk awareness, and these are called Scenarios.

• Assessments are sets of requirements supplied by a guide plus several response 
fields that allow an assessor to document evidence that the requirements are or 
are not met. They are typically not used for risk reporting, but for Compliance.

• Issues are indications of vulnerability to risk. They are typically control 
weaknesses, but may be any circumstance that may indicate potential for an 
increase in risk. They are typically identified via assessments and events, but may 
also be self-identified.

• Controls are risk reduction measures. They may be directly enumerated, or may 
be documented as policies, processes, standards, procedures, or automation.

• Measures are maps from the empirical world to the formal, relational world, 
taken to characterize some object under scrutiny. Cybersecurity is not an 
empirical object, and not subject to direct measure.  

• Cybersecurity Metrics are combinations of measures that, taken together, can 
provide information about cybersecurity. 

• Risks are categories of events that present potential negative impact to the 
Enterprise. Risks are associated with a qualitative risk appetite and quantitative 
tolerance measures.
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The Framework
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Quantitative Data Analysis
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• Assessments are sets of requirements that are deemed appropriate to apply to 
an organization. They are guides to risk reduction.

• Controls are relevant to risk  in the context of sound Software Architecture and 
Infrastructure Engineering that demonstrates actual risk mitigation.

• Events and Issues align with risk categories, and can indicate probable new 
events by category.

• Risk appetite is a qualitative description of the amount of risk a firm is willing to 
accept with respect to a given category of events. 

• Risk tolerance refers specifically to the boundaries of acceptable variations in 
performance related to achieving objectives, while risk indicators are measures 
that help identify changes to the risks themselves. 



Example Approach

15See http://www.framecyber.com



Qualitative Assumptions
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• Expertise in technology measures and metrics are essential 
to objective observation of controls. 

• Risk tolerance measures are always based on expert 
judgement.

• Events are indisputable evidence (facts matter).

• Agreement on issue severity implies tacit agreement on best 
practice protocol in both risk reduction goals and 
cybersecurity hygiene ( “what good looks like” )

• People and process are as important to measure and 
monitor as technology.



Cybersecurity Risk Team Roles and Responsibilities
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Cyberspace is interconnected, and 
cybersecurity risk management is 

inherently multifaceted.

A Cybersecurity Risk Management 
team needs the right combination of 

expertise to provide the cybersecurity 
risk management community with a 

reliable, repeatable, and maintainable 
continuous cybersecurity risk  

assessment framework



Cybersecurity Framework Build Process
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Cybersecurity Risk Management Cycle
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Continuous  
simultaneous 

observation of all 
cycle phases 

maintains focus on 
both systemic and 

emerging risk.



Questions?

Discussion

jennifer@bayuk.com

www.framecyber.com

973-335-3530
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FFIEC Automated Cybersecurity Assessment  Tool Excerpt
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Target Metric with Monitor Overlay

Daily Measure W: 

The number of firewall 
devices in operation.

Daily Measure X: 

The number of firewall 
devices whose 

configuration was 
retrieved in past 24 hours 
by network management 

system.

Daily Measure Y: 

The number of firewall 
devices configurations 

that deviate from 
yesterday’s configuration.

Daily Measure Z: 

The number of deviant 
device configurations 

where deviations directly 
compare to authorized 

planned changes.
Daily Firewall Suspect Device Metric: ((W-X) + (Y-Z)) / W

Measure M:  The number of verified firewall changes that 
violate network security policy.

M

Adjusted Metric for % Expected Error rate gleaned from 
monitoring : ((W-X) + ((Y-Z) * 1.%M)) / W



Requirements Model Architecture Technical Specifications
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System 

Requirements

<date>
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