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Physical Perimeter path to data
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Architecture Alternatives

Potential for direct access
to the server which
contains the middleware
and database and the user
is authorized for OS
process initiation
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Defense in Depth Defense in Depth

Remote Access

Application A Application B
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Layers are Porous

Internal
Network
Access is
usually ij ata usually
restrictes ists at all
‘ layers
|
Operating System Ugers often

L hdve desktop

dministrative
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ISF Recommendation

There should be an enterprise-wide process
for implementing coherent and consistent
security services (eg identity services,
authentication services and cryptographic
services) and establishing common user and
application programming interfaces (APIs).

Evcellence cnw Scmplecity

Source: The Standard of Good Practice for Information Security, Security Management,
4.6.1, Information Security Forum, 2007. www.securityforum.org
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A Practical Approach

Defense in Depth

Q Focus on Prevention, Detection, Recovery

k Reusable Components

L Security Model
W Implementation

Requirements

Triad Mining

NIST Model
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Configuration |

App A | Data Operating Application Network Workstation
Control. System
Prevention | DBMS login | Password Password Handneld | Centralized
repositoryon | repositoryon | authentication | Identity and
local server Tocal server Session-based | Access Mgt
filers
Detection Lags on Fileintegrity | Operationslog | Link and ntrusion
servers checking monitoring uilization | detection and
monitoring_| prevention
Recovery | Backuptapes | Coldstandby | Coldstandby | Redundant | Automated
altemative | imaging
routing
AppB: | Data Opes ion Network Workstation
Control m
Prevention | DBMS login _f Centalized Centralized Handheld Centralized
Network idenity and Idenity and authentication | Identity and
Potential for isolation Access Mgmt | AccessMomt /| Session-based | Access Mgmt
Control Re-Use s
Detection Log i Gnslog | Linkand Intrusion
furlized | checking ‘monitoring utlization | detection and
repository monitoring | prevention
Recovery Storage Cluster Hot standby, Redundant | Automated
mirtoring technology altemative | imaging
outing
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|dg|'|ti[y and Identity Management: authoritative lists of
. authorized users combined with identi
Entitlements ity

verification capability
Entitlements: map from identities to data-driven
business requirements for access control
ce&l i access control in
Information coni busl[l.wess logic " - .
ot " onfiguration: security mechanisms such as
Cnnﬂdenuamy ?nd Imeg”ly Single Sign On, Network Isolation, Platform
Mechanisms ization and Monitori igurati
Real Time Monitor: identifies configuration change
events that should cause alerts
Log Management: records and detects indications
1 of obvious harm or patterns of suspicious
activities
- Alerting Mechanisms: initiates automated or
Management manual incident response and (if necessary)
¥ recovery
- L] Recovery Processes: methods for maintaining
Recovery Alerting data integrity and availability as well as
= . configuration integrity
Processes Mechanisms

L]

TeralTims Log
Montor

Source: Bayuk, Stepping Through the InfoSec Program, ISACA, 2007.
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Engineering

Centralized SingleSignOn, Department user job
function from HR DBMS define roles, role-based
entitiements administered by business admins

m Od el as Single Sign On authentication token and identity mapped to role is.
done prior to each data cal; role-based entillements checked
q requested combination of funciion and data, as well as function
auditable Seaquence or other requiatory o supervisory contrl consirants before
allowing action, failure messages designed to prevent pattern
requ irement detection; selected transactions identiied for logging

Sandard O and Web.
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The Design/Architecture Review

Ob jective To establish that a system corresponds to security
model, and identify configuration parameters in the
systems environment required comply.

Network and operating system placement
SCOpe diagrams, as well as detailed technical design
documents on system security mechanisms.

Unknowns or lack of expertise in
Constraint security mechanisms in
externally-built components.

Map architecture onto model.
Compare settable parameters
of all systems components to
known secure configurations.

Approach

List of Issues to
Result address, iterative
process.
Jennifer L. Bayuk, LLC & 14

Software

70% of all vulnerabilities are in
application software:

» Recently announced 25 known software
flawsz have been compared to National
Quality Forum’s “Never Events™

« OWASP Top Ten, Top 25 predecessor
which was endorsed by the OCC+

1Gartner, 2008.

2MITRE, 2009.

3Charette, R., The Risk Factor, IEEE Spectrum Online, January 14, 2009.
#Office of the Comptroller of the Currency, 2008,
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Top 25 Security Mistakes

Insecure Interaction 10.  External Control of Critical State Data

Between Components 11.  External Control of File Name or Path
13.  Untrusted Search Path

1. Improper Input Validation r .
. : 14.  Failure to Control Generation of Code

z &e{ﬂ;er Encoding or Escaping of - 15" 5o ninad of Code Without Integrity
3. Failure to Preserve SQL Query Check

Structure 16. Improper Resource Shutdown or
4. Failure to Preserve Web Page Release

Structure 17.  Improper Initialization
5. Failure to Preserve OS Command 18- Incorrect Calculation

SUctue Porous Defenses
6. I(':‘llfeoa}lrr;%to'[]ransmlssuon of Sensitive 19 improper Access Control

20.  Use of a Broken or Risky Cryptographic

7. Cross-Site Request Forgery Algorithm y Cryptograp
SRRocckeondrion 21. Hard-Coded Password
SCroghessageliniormanionllicak 22. Insecure Permission Assignment for
Risky Resource Critical Resource

Management 23.  Use of Insufficiently Random Values

10. Failure to Constrain Operations 24. E*ecutiqn with Unnecessary Privileg_es
within the Bounds of a Memory Buffer 25.  Client-Side Enforcement of Server-Side
Security.
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Roadmap to Secure Code

Input Validation and Representation
parse, parse, parse
API Abuse Prevention
use pre and post-conditions
Security Features
close the front door and apply same security to windows
Time and State
maintain authentication across threads, processes, time
Error Handling
fail in safe mode
Code Quality
security is a subset of reliability
Encapsulation

trust no one See McGraw, Gary, Software Security: Building Security In, also Ott

and Fath, “Risk Associated With Web Application Vulnerabilities,”

ISACA Journal V1 2009.
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Secure Software

Top 25
list

provides SECURITY. EXTERMAL CoBE FEVER PEMETRATIEN
guidance IS RVIEW TESTING

in Aruti Risk Riimetadie EEURITY
ARES ARALYIS MEURITY TISTY A umn mumn a3

ADDITION j \ \

to secure

coding 4 = A1
practices | ‘
-

s ann | [ioeasce rmow

and wamummis | | Anoericmm BT A
THIT RERALTY FHI FLD

ANDME CadEy ARD DESEN
business |
require-
ments for
security.
Adapted by permission from the book Software Security: Building Security In by
Gary McGraw (Addison-Wesley, 2006) www.swsec.com
See also: The Security Development Lifecycle by Howard and Lipner

Jennifer L. Bayuk, LLC & 18




Using Open Source

Vulnersbdmic, per Release

“EThat they make such a blg

£ they-pretty much admit " .
__nothing else matters.to_them

ST PATINP Le: 24 T 0

* PR ey e ey

Source: Fortify Open Source Survey, 2008, www.fortify.com.
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Open Source Examples

Database
Management
System:
MySQL,
GIgaBase Web and
Application
/ =~ \ t Servers:
v Apache
[ Tomcat
‘"“' | | Geronimo

OSA mlm (| {

SSH, F\Ieﬁllla\ \\,mMm / ._,- .-'I | Network JBoss
/

/' Management  Spring

N\
Struts
\\ ﬂmm /ﬁ Tools: Zenoss

NMW(MI »a
Desktop Components:

Mlapnmmtwnﬂ- e
e Ajax, Gnome

See: www.sourceforge.net
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Using COTS

» Commercial Off-the-Shelf software
should receive the same scrutiny with
respect to the security model as any
internally built product.

* Lack of access to source code may be
mitigated via vendor commitment to
secure software practices and
increased level of abuse case testing.

CISO’s Guide to Software Security

SDLC Governance
Outsourcing

Open Source
COTS

SaaS

Web 2.0

@ o s D b

Source: Fortify CISO’s Guide Series, 2009, http://www.fortify.com/cisoguides.
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Software Security Review Metrics

Need to include ALL software components
App 1 = (component 1,

component 2
component 3.....) [] Total app
components
App 2 = (Inhouse servlet, ouiawed
Apache Webserver, . components
Oracle DBMS) g \unerable

components
App 3 = (Inhouse servlet,
Solaris Webserver,

Review strategy may vary
MYSQL DEMS) where source is not available,
App 4= (Spring servlet, ngztrnrlﬂzt;ould be consistently
Fuego Workflow Server, :

Ajax Mashup)
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Operation
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Browsor sends cooklos for
sive, It sy,

KNOw and ek ass ciets for cooki
centrally audit Web g e st Syt
_every step in the | e e ma o aoia:

W Uiner ram resaivad, may send Auth Systom sonds User nama.

cumtamize page. i not. error.

wammawimmrge | | VWED Authentication
Sequence!

Wil A vk i ruseivs sl passmord
15 Auith Systom

User sends user namse and password.

H usar name and password match, duth system
. b & cookke with abacluls axpiry e

Sevnl cuckin back b browser sl
(. redirnct ta ariginal URL LJ L
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Web User Administration

Enroliment

» Login

— Single Sign-on Self-Serve
Password Reset On Demand
Entitlements T
— Roles, Groups

o Audit

Security
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Questions? Discussion...

Jennifer L. Bayuk
jennifer@bayuk.com
www.bayuk.com
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