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Last year at about this time, I was
on a site evaluation team visiting a data
center at a hosting service provider. Upon
arrival, the members of the team stood
in a conference room with the vendor
sales executive, the head of operations
at the center, and some of his high-level
managers. They told us what we would
be seeing on our tour. They described a
state-of-the-art network, enormous storage
capacity, caged servers with biometric
security devices and service levels that were
supported by highly skilled technicians.
At the end of this impressive overview,
triumphant music filled the air and a
previously inconspicuous curtain on the
wall parted to reveal a balcony view of
the network operations center. There were
wall-to-wall screens with graphics depicting
network routes, utilization statistics and
red/yellow/green alerts. There were clusters
of workstations in tiered semicircles
facing the big screens, each with a sign
hanging from the ceiling to identify its
purpose. Included were server operations,
network operations, data administration,
performance monitoring, job control and
others. The team stared quietly as the
vendor staff beamed at the display.
My stare was in disbelief, first at the
scene, then at the beaming staff, and then
back. The cluster of workstations labeled
“security operations” was empty. The
screens showed red alarms and there was
no one sitting in front of them. No one else
noticed.
I had to mention it. “Why is there no
one at the security station?” I asked.
The sales executive looked at the head
of operations, who looked at his staff,
who looked at each other. One of them
finally stepped forward. “Administrators

play multiple roles,” he said, “and they
stand up and walk around to man different
workstations as tasks are necessary to be
done in other areas.”
Well, this did not ease my concern.
“So then,” I pressed, “who is logged in to
each workstation? How do you maintain
accountability for administrative activities
where people are sharing terminals?”
The staff again exchanged looks before
one answered the question. “They cannot
really do much from these workstations;
they are used mostly for monitoring.”
He said it with a finality that considered
the subject closed. He smiled and led the
gathering to the other side of the room to
discuss the day’s schedule. His attitude
had quickly shifted from “see how great
our operations center looks,” to “pay no
attention to the men behind the curtain.”1
I was not doing an audit, or presumably
the operation staff might have been
concerned. The staff was not concerned,
because they considered the event a
sales call. Yet, I was there because of a
requirement to perform due diligence on
how vendors handle data.
REQUIREMENTS OF VENDOR DUE DILIGENCE
Where firms participate in any outsourcing
arrangement whereby a third party is exposed to
information that personally identifies individual
customers, firms in the US are explicitly required
under the Gramm-Leach-Bliley Act (GLBA) and
the various regulations implementing GLBA to
verify that personally identifiable information (PII)
is safeguarded as a matter of due diligence before
commencing the arrangement. Firms are also
required to periodically (commonly construed to
mean annually) repeat due diligence thereafter.
Where firms participate in outsourcing
arrangements that do not include the handling
of PII, but are known to expose other kinds of
information that are required to be handled

confidentially, it would be prudent, and it is a growing
industry practice, to apply the same due diligence. This is
because a plethora of state privacy laws, as well as settlement
cases, leave firms subject to franchise and litigation risk if
other kinds of confidential information are compromised.
Examples of PII and other confidential information that
typically create due diligence obligations if exposed to third
parties are:
s #USTOMER ORDER FLOW
s %XECUTED TRANSACTIONS
s 5NANNOUNCED MERGER AND ACQUISITION INFORMATION
s #USTOMER NAME CUSTOMER E MAIL ADDRESS AND CUSTOMER
mailing address
s #USTOMER TELEPHONE NUMBER AND CUSTOMER ACCOUNT NUMBER
s #USTOMER 3OCIAL 3ECURITY .UMBER TAX )$ OR OTHER
GOVERNMENT )$
s #USTOMER AUTHENTICATION INFORMATION EG USERNAME
password)
There are requirements for due diligence information
handling based on confidentiality or avoiding disclosure.
In addition, firms may have requirements to perform due
diligence with respect to vendor information handling for the
purpose of financial reporting. Sarbanes-Oxley Act section
302 requires management to assess whether processes for
generating financial statements are adequately controlled, i.e.,
are capable of consistently producing accurate information.
Section 404 requires an external audit to report on the
reliability of that management assessment. If vendor services
are critical components of financial statement reporting, those
services are also subject to management oversight, also known
as due diligence. Vendor services commonly considered part
of financial reporting are those that affect or include:
s "USINESS TRANSACTION INITIATION PROCESSING AND REPORTING
in accounting records, supporting information and specific
financial statement accounts
s -ETHODS FOR INCLUDING THE FINANCIAL STATEMENT ACCOUNTS IN
financial statements
s 4HE FINANCIAL REPORTING PROCESS USED TO PREPARE A FIRMS
financial statements
s !PPLICATION FUNCTIONALITY WITH RESPECT TO ENTITLEMENT OR
financial statement calculation, e.g., applications service
providers (ASPs)
s 4ECHNOLOGY HOSTING SERVICES FOR SYSTEMS THAT DEVELOP
maintain and/or operate management information systems
activities that are associated with the above criteria

Such are the requirements for performing something called
due diligence, but what are the requirements for due diligence
itself? Information systems audit and control practice
standards vary widely from organization to organization, but
vendor oversight of data handling due diligence requirements
at a very high level are not too controversial. They are:
1. Identify the minimum amount of sensitive data that must
be released to the vendor for the vendor to supply services.
2. Implement internal controls to ensure that vendors receive
only data required to supply services and the data transfer
process is secure.
3. Specify confidentiality, integrity and availability
requirements for data at the vendor site.
4. Identify the technical and operational control measures
in place at the vendor that are designed to meet
confidentiality, integrity and availability requirements.
 -AP THE TECHNICAL MEASURES IDENTIFIED IN STEP  TO THE
requirements identified in step 3.
6. Assess whether the vendor is capable of meeting
requirements going forward.
VENDOR DUE DILIGENCE REVIEWS
These logistical requirements for due diligence have led to a
wide variety of firm-specific third-party data-handling review
PROCESSES -ANY ARE MOTIVATED BY ',"! AND THEREFORE
concentrate on confidentiality as opposed to availability.
Those motivated by Sarbanes-Oxley focus on integrity over
confidentiality and availability. However the criteria for
requirements are weighed, they generally follow an IT controls
audit or a pseudo IT controls audit process.
Steps 1 and 2 are straightforward, but involve scrutiny
OF A FIRMS OWN CONTROLS RATHER THAN THE VENDORS 3TEP  IS
not as straightforward, but still may be done in isolation, as
it involves interpretation of requirements. Actual scrutiny of
vendors starts with step 4.
Having experience both in scrutinizing vendors and being
scrutinized as a vendor, the author has seen a variety of
methods by which firms conduct due diligence, and those
basically conform to one of these scenarios:
A. The firm compiles a list of questions intended to identify
control activity that would support requirements gathered in
step 3. The vendor fills out the questionnaire. Where vendor
answers do not match requirements, this is reported.
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B. Same as strategy A, but in addition, the vendor is
interviewed via telephone or e-mail to explain questionnaire
answers and provide evidence of alternative controls.
# 3AME AS STRATEGY ! BUT IN ADDITION WHERE VENDORS ARE
considered high risk, the firm visits the vendor site to verify
answers and clarify responses.
$ 4HE FIRM REVIEWS THE VENDOR DATA PROCESSING ENVIRONMENT
by charting the path taken by data in scope. The vendor is
requested to provide documented evidence of controls. The
firm confirms its understanding of the vendor environment
via phone interviews.
% 3AME AS STRATEGY $ BUT IN ADDITION WHERE VENDORS
are considered high risk, the firm performs or requires
independent verification of controls, to include Internet
scans, onsite audits and/or reports of independent auditors.
3CENARIOS ! $ CAN BE SEEN AS A SEQUENTIAL FLOW FROM
what was previously referred to as a “pseudo audit,” which
is scenario A, just asking questions and documenting the
answers, through actual audit, where scope is considered,
STARTING WITH SCENARIO $ AND MATURING WITH SCENARIO %
Every firm has its own comfort zone as to what level of due
diligence is actually required.
However, what the firms have in common is redundancy.
Where each vendor is audited separately by many clients, the
cost of services increases uniformly for all. Figure 1 considers

what scenarios A-E cost for a firm that must perform due
diligence on a set of 100 vendors annually. One could argue
with the numbers, but no matter how the costs are estimated,
it is obvious that, if each firm maintains its own program
to review vendors, using any of the approaches in this table
industrywide creates redundant work effort with respect to
the overall goal of performing due diligence on securities
industry vendors. Each vendor interview or visit requires the
vendor to spend time on the due diligence activity and raises
the cost of the vendor services for all customers.
In recognition of this excessive cost, several efforts have
been undertaken by information systems control professionals
over the years to come up with industry standards for vendor
due diligence reviews, for example:
s &INANCIAL )NSTITUTION 3HARED !SSESSMENT 0ROGRAM &)3!0
from BITS, a division of the Financial Services Roundtable,
which defines a set of controls and encourages vendors to
have themselves audited by them
s )3/  ATTESTATION AN EVALUATION WITH RESPECT TO THE
management practices in place at the vendor in comparison
with the International Organization for Standardization
)3/ S SECURITY MANAGEMENT STANDARDS
s 0AYMENT #ARD )NDUSTRY 0#) $ATA 3ECURITY 3TANDARD $33
reviews, wherein the vendor handling of credit-card-specific
DATA IS COMPARED TO 0#) $33

Figure 1—Cost Comparison
Review Type

Hours

Same*
100%

Low 80%

High 20%

Labor 100
Reviews**

Technology

Total

A

Questionnaire

4

US $700

US $70,000

US $50,000

US $120,000

B

Questionnaire plus
documentation review

20

US $3,500

US $350,000

US $50,000

US $400,000

C

Questionnaire plus
documentation review
plus onsite verification

4—low risk
80—high risk

US $14,000 US $336,000

US $50,000

D

Data flow analysis plus
documentation review

20

US $350,000

US $60,000

US $410,000

E

Data flow analysis plus 20—verify
documentation review availability
plus verification options
40—verify
not available
for 50% of
high risk

US $385,000

US $60,000

US $465,000

US $700

US $3,500
US $3,500 US $3,500
US $7,000

* Assumes fully-loaded reviewer cost assumed at US $175. ** Assumes requirements to review 100 vendors annually.
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US $40,000

US $20,000

US $426,000

means the vendor is cognizant of security measures, not that
s 3TATEMENT OF !CCOUNTING 3TANDARD 3!3  REPORTS
the data actually handled by the vendor on behalf of any given
targeted at ensuring firm financial statements, based on the
firm are covered in the review. There are several reasons why
STANDARD FROM THE !MERICAN )NSTITUTE OF #ERTIFIED 0UBLIC
this situation has been allowed to reach the current fairly
!CCOUNTANTS !)#0!
stable state. In the current situation:
For any given firm to rely on the results of these or any
s 3ECURITY REVIEWERS ARE ORDERING BUSINESS MANAGERS TO PAY
other types of reviews, the firm must have some evidence
attention to risk reports rather than business managers
that the review results accurately reflect the vendor control
ordering security reviews
environment. Where the reviewer or assessment team is the
s 2EVIEW TEAM ACTIVITIES ARE DICTATED BY CONSORTIA OF OTHER
FIRM ITSELF THE INDEPENDENCE COMES FROM THE FIRMS OWN
industry review teams, not by firm management or consortia
criteria. However, in many cases, the reviewers are thirdof firm management
party consulting companies that are paid directly by the
s $UE DILIGENCE REQUIREMENTS ARE RARELY INTEGRATED
vendors undergoing review. If the reviews really were audits,
with business
A COMPARISON WITH )3!#! 3TANDARDS FOR )NFORMATION 3YSTEMS
s
"OTH VENDORS AND LARGE INTERNAL REVIEW ORGANIZATIONS HAVE
#ONTROL 0ROFESSIONALS WOULD SHOW THAT THE AUDITOR WAS NOT
2
a vested interest in having industry standard reviewers not
entirely independent. Evidence of independence comes in a
subject to standards of independence
variety of forms, including:
s !SSESSOR FACES MATERIAL RISK OF REPUTATION
Figure 2—Evidence of Independence
or loss of certification for inaccurate results
3
Evidence
s !SSESSOR KEEPS TECHNOLOGY CONTROL ASSESSMENT WORK PAPERS
s 7ORK PAPERS ARE AVAILABLE FOR AUTHORITATIVE REVIEW
Work
Work Papers
Assessor
Assessor
Papers
Available for Compensation
s !SSESSOR IS PAID BY A SOURCE OTHER THAN THE VENDOR
Standard
Risk
Kept
Review By
Model
under review
BITS FISAP
Given these commonly accepted industry independence
ISO 27001
X
ISO
evidences, the currently available vendor assessment
standards do not fare well, as demonstrated in figure 2. Given
PCI DSS
X
X
PPCIS
that none of these approaches actually meet the due diligence
SAS 70
X
X
AICPA
requirements outlined previously,
the path that has been taken by
Figure 3—Requirements vs. Practices
those seeking industry consensus
does not yet provide assurance that
4. Identify
3. Specify
5. Map 3
6. Make
1. Identify
2. Implement
data are properly handled. Even
vendor
and 4.
assessment.
data.
internal controls. requirements. processes.
if vendor assessment standards
were completely independent, each
company still has to perform due
diligence to the extent that the
assessment report must cover the
scope of the vendor handling of that
1. Have vendor
2. Interview vendor
3. Collect
4. Visit
5. Publish
FIRMS DATA
A-C
fill out
on answers
documentation.
vendor.
report.
questionnaire.
to
questions.
Figure 3 illustrates this point.
The approaches taken by some
firms to audit their vendors are laid
1. Request information
side by side with the regulatory
2. Collect evidence
3. Scan and/or
4. Publish
on data flow within
D-E
of controls.
audit site.
findings.
requirements for due diligence
vendor site.
(steps 1 through 6). They are not
isomorphic. At most, a passed audit
ISACA JOURNAL VOLUME 3, 2009

4

However, following a few recommendations should put
due diligence back on track:
s "USINESS MANAGERS SHOULD CONTROL THE VENDOR SECURITY
review process via existing points of integration:
– The procurement process should set vendor
expectations. Operations and compliance should
be used to validate requirements during the contract
review process.
– IT management should verify that the vendor gets only
the data it requires and gets the data only if control
functions can be technically verified.
– Legal should determine if IT controls are required and,
if so, put them in the contract. Audit clauses should also
be included.
s 7HERE REQUIREMENTS ARE CONTRACTUAL INTERNAL REVIEW TEAMS
should be enlisted to verify that contractual requirements
are met. As a cost-saving effort, management may also set
standards for reliance on independent audit services and
document the reliance. This places management in the
position of ordering security reviews and not vice versa.
Figure 4 illustrates the effect that following these
recommendations would have on the mapping from
requirements to due diligence process. A firm reviewer is still
required, but the setup provided by the other areas in the
organization makes their verification job a much shorter task.

CONCLUSION
There is no stigma in relying on a reasonably independent
review if a vendor is able to provide one. However, it may be
done only in the context of a full understanding of the data in
scope. Even so, there will be times when a firm has no choice
but to review a vendor. In such cases, it should use the best
possible talent—real auditors, not checklists. This should
motivate vendors to get their own independent assessment in
order to avoid customer audits.
ENDNOTES
Reference to The Wizard of Oz
2
)3!#! 3TANDARDS FOR )NFORMATION 3YSTEMS #ONTROL
Professionals, 520, “Independence,” www.isaca.org/standards
3
7ORK PAPERS ARE REQUIRED BY THE !)#0! TO PROVIDE
AUDIT EVIDENCE AND ARE THE BASIS FOR THE 0UBLIC #OMPANY
!CCOUNTING /VERSIGHT "OARD 0#!/" ASSESSMENT OF
auditors as required by the Sarbanes-Oxley Act.
1

Figure 4—Requirements vs. Recommendations

1. Identify
data.

1. Have vendor
sign contract
that includes
data handling
requirements.

2. Implement
internal controls.

3. Specify
requirements.

2. Use IT
management
to verify
internal controls
over data.

4. Identify
vendor
processes.

3. Review
information data
flow within vendor
site; map controls
to requirements.

4. Include
controls in
contract.

5. Map 3
and 4.

6. Make
assessment.

5. Collect
evidence of
controls; scan
and/or audit site.

6. Make
assessment.

Reviewers
Procurement/
Legal
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