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Abstract—This paper describes a method for analyzing
systems security using a soft systems engineering approach. It
uses a systems engineering modeling tool to demonstrate systemic
attributes of security that are common across systems. It
describes how the approach is being used to model security
standards.
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I. INTRODUCTION

Information systems security control practices are published

in the form of standards by organizations whose members
are widely respected for cybersecurity expertise. [1-10] are
examples. These standards have been adopted and endorsed by
both public and private sector information security assessment
teams. Systematic application of these standards has become
synonymous with management due diligence in establishing
control over electronic systems. By incorporating these
standards into their own security assessment processes, many
audit and regulatory organizations have tacitly characterized
information systems security as a state of compliance with
these standards.

The vast majority of these standards have been established
by committces of stakeholders in security outcomes.
Communities of auditors have played major roles in
establishing these standards. Major banks and financial
institutions have made major contributions to these standards.
Government agencies have been chartered with drafting
standards, sending them out for comment to scores of
volunteer contributors, and incorporating contributor
comments into the final result. Specific recommendations
included in these standards are repeated in multiple instances
of them. There is no doubt that the vast majority of
information security professionals agree that such standards
provide sound advice for achieving security goals.
Nevertheless, there has not been formal scientific study on the
effectiveness of these standards in accomplishing
organizational security objectives.

This paper describes a way to evaluate the utility of
generally accepted cybersecurity standards. It is not intended
to be an endorsement of any standard, or of standards in
general. Rather it describes a systems engineering approach to
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the investigation of security standards utility in identifying
security requirements and modeling systems security.

II. SYSTEMS ENGINEERING CONCERNS

The systems engineering community is concerned with the
ability of current security standards to accomplish
expectations for systems security [11]. Historically,
cybersecurity standards have been applied to information
processing systems in isolation, or electronic components of
systems. They are not easily adapted to systems with
mechanical or operational security features. Some, like ISO
27001 [7], describe security management, and so may applied
to an entire enterprise or organization taken as a system.
However, at the security risk assessment level that produces
customized systems security requirements, this is not often
done in practice [12].

An organization often recognizes the criticality of security
to a given computer application, and will establish controls
over that one system but not the whole enterprise. Security
requirements have also been motivated by stakeholders
external to an organization; for example, by a customer’s
requirements for information protection or by a regulator’s
requirement for information confidentiality. Scope criteria for
the application of security standards has therefore typically
been limited to the objectives of a given security audit or
assessment. Such fragmentary approaches have been extended
to security assessment in general, even at the requirements
stage of the system lifecycle. Systems engineering curriculum
identifies security requirements as optional capability rather
than a core function [13].

Even where an enterprise-wide view is encouraged,
standards for organizational security allow for sets of devices
identified in a given inventory to define the scope of a systems
security assessment (e.g. [14]). This guidance prompts an
organization to execute security measures only for devices that
they directly control. Systems interfaces are sometimes
covered only to the extent that an organization is obligated by
a stakeholder to assess a business partner’s ability to protect
information of particular interest. Yet, even those third party
assessment standards specifically designed to test the extent to
which business partners are secure do not address nonstandard
interfaces between enterprises (e.g. [3]).

In general, security standards tend focus on reducible
system components rather than complex system processes like
information flow. They focus on checklists with respect to
organizational assets supported by the system and do not take
into account the systemic security attributes of the system
itself. For example, where standards provide guidance on how
to classify information, it is in terms of impact to the
organization of harm to the information’s confidentiality,
integrity, and availability. Such approaches are rooted in the






