Critical Infrastructure
Protection Issues
INn the
Financial Industry

Jennifer Bayuk
jennifer.bayuk@stevens.edu



Examp|e |;'||qa|qe'|a| Sep;iees Sycfnm
[ j s I |

USER DESKTOP

user login to
desktop

user sends login
and password to

server :

server executes send
to desktop informa-
tion selection screen

Desktop executes
display menu

WEB/APPSERVER  DATABASE

ser performs

function
Desktop transfers
commands to servel)
Desktop
executes
display

server reformats
information and
sends to desktop
through open firewall
ports

information an
stores locally

STEVENS

‘hnology

Separate
Administration

Orgs \
GATEWAY
SYSTEMS

/

MAINFRAME

server executes
connect to database

and sends user
credentials

Database executes
user credential

lookup and

comparison

Database accepts

credentials (may

reject but notin
this example)

Message Queues
to and from books
and records

server reuses Mainframe
open database produces
Database . é
connect and historical
. - executes
sends information ) i reports
information

request on behalf
or user

query

Database sends
query result to

server
— Message Queues
and EFT for transactions,
Trades Market data, Money Transfers

<



Example Financial Services Production Environment
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Open and Closed Loop Exercises
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Player actions in most exercises have little effect on future events
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Ideally, player actions would have consequences and the loop is closed



